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General information

The NAVEKSA product suite consisting of ShopFloor, CadConnect, ItemPlanning and MakeToOrder are
available through Microsoft App Source.

The ShopFloor Client must, however, be downloaded from our Service desk portal.

It is required for you to login to the portal to get access to the software.

If you do not already have a login, please send an e-mail to Support@naveksa.com requesting this.

The ShopFloor Client v9.x supports OAuth, which is a requirement from October 1%, 2022, when accessing
Microsoft Business Central Cloud.

This document describes the necessary steps setting up OAuth in Azure Active Directory and Microsoft
Business Central for the ShopFloor Client but does not contain information about the configuration of the
Client. The latter will appear in the standard Naveksa documentation which can found on Naveksa.com.

It is assumed that the reader has a certain level of knowledge of Microsoft Business Central Cloud and

Microsoft Azure Active Directory.

Disclaimer

If you have any trouble setting up the app registration OR Authentication, please consult the Microsoft
Documentation for further instructions.
This is standard Microsoft best practice and therefore we refer to Microsoft for troubleshooting.

Please note

The information in this setup guide is assumed to be correct at the time of publication.
However, since it is our policy to continuously develop the product, the content might change without notice.

Copyright © NAVEKSA 2022
All rights reserved
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Step one — create App Registration

1. Open the Microsoft Azure Portal.

2. Locate “App Registrations” by searching and selecting the option.

i & &

Marketplace (20) Documentation (28)

3. Click “New Registration”.

Home >

App registrations »

~+ New registration | € Endpoints 2 Troubleshooting

@ starting June 20th, 2020 we will no longer add any new feature:
Applications will need to be upgraded to Microsoft Authenticat

All applications ~ Owned applications  Deleted applica

O Start typing a display name or application (client) ID to filter

4. Enter a name, eg. “NAVEKSA ShopFloor”.
Check “Accounts in any organizational directory” if applicable.
Otherwise check “Accounts in this organizational directory only”.

5. Leave the redirect URI blank.

Dashbae > Novekea

Register an application

6. Click Register to create the App Registration.

7. You are taken back to the overview page.
Here there are two values which you must note.
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The first one is the ‘Application (client) ID’ and the second one is ‘Directory (tenant) ID’

# Overview @ Got a second? We would love your feedback on !
&5 Quickstart

4 Integration assistant A Essentials

Manage Display name

Naveksa ShopFloor Client oData v2

B2 Branding & properties Application (client) ID

L 26176352-e552-48f5-8ebc-bd1233¢
-3 Authentication

Object ID
Certificates & secrets 07d832a1-275¢-4dfc-9512-c257497e8386
{ll Token configuration Directory (tenant) ID

af8857ef-e759-4a7f-99db-3d10d22¢

¢

API permissions
Supported account types

Expose an AP Multiple organizations

e

Step two — create Authentication

1. Select “Authentication” in the left side menu.

Dashboard > Naveksa A/S | Overview >

H Naveksa ShopFloor Client oDatav2 »

|2 search « [ Delete @ Endpoints [ Previe
B Overview @ Gota'second? We would love yourfe

& Quickstart

A Integration assistant

Manage

B Branding & properties Application (clent) 1D

26176352-¢552-48f5-Bebc-bd1233e%¢
D Authentication

Object ID
Certiicates & secrets 07d83221-275¢-4dfc-0512-¢257497¢8

11} Token configuration

2. Inthe Authentication Screen click ‘Add a platform’.
Platform configurations

Depending on the platform or device this applicatic
redirect URIs, specific authentication settings, or fields

+ Add a platform

Add a platform

[ 6
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3. Select ‘Web’.

4,

Configure platforms X

Web applications

() web P Single-page application

Build, host, and deploy a web server Configure browser client applications
application. .NET, Java, Python and progressive web applications.
Javascript.

Mobile and desktop applications

. i0S / macos |. Android

Objective-C, Swift, Xamarin Java, Kotlin, Xamarin

= Mobile and desktop
applications

Windows, UWP, Console, loT &
Limited-entry Devices, Classic i0S +
Android

Enter “Redirect URI”
The Redirect URI is the full URL-path to you Microsoft Business Central.

https://businesscentral.dynamics.com/<TenantID>/
Example
https://businesscentral.dynamics.com/fd787dec-8584-4782-a328-2c8d07cfel123/

Hit Configure when done.

Configure Web X

€ All platforms Quickstart  Docs

*Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating or signing out users. The redirect URI you send in the
request to the login server should match one listed here. Also referred to as reply URLs. Learn
more about Redirect URIs and their restrictions

[l https?f/businesscem{aLdynam\cs.col‘ﬂ/fd?B?dec—BS84—4782—3328—2c8d07cfe123/| Jl ]

[ 7
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5. Check the box with ‘ID tokens (used for implicit and hybrid flows)’ and click Configure:

Configure Web X

Al platforms

Implicit grant and hybrid flows

(oo T

6. Enter an additional Redirect URI:
https://businesscentral.dynamics.com/OAuthLanding.htm

Quickstart  Docs?  [i]

~ Web

Redirect URIs

The URIs we will accept as destinations when retuming authentication responses (tokens) after successfully
send i the request to the login server should match one listed here. Also referred to as reply URLS. Learn 1

The redirect URI you
estrictions 7

ticating or signing o
t Redirect URls an:

hitps:/ Jynamics.c 759-4a7f-99db-3d10d2295dcd) ]
[ https://businesscentraldynamics.com/OAuthLanding.htm ] ¥ \@
Add URI

We have seen different behavior in different Business Central environments.

In some cases it has been required and other cases it has not been needed.

Please skip this step for a start and if an error occurs later in the process in regards to
OAuthLanding.htm please go back to this step and insert the URI.

We will investigate the matter further.

7. Add an additional platform.
Platform configurations

Depending on the platform or device this applicatic
redirect URIs, specific authentication settings, or fields

-+ Add a platform

Add a platform
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8. Select “Mobile and desktop applications”.

Configure platforms %

Web applications

fraN 3 e

() wes B singte-page appication

Build, host, and deploy a web server Configure browser client applications

application. .NET, Java, Python and progressive web applications
Javascript.

Mobile and desktop applications

o i0S / macos |' Android

Objective-C, Swift, Xamarin Java, Kotlin, Xamarin

| Mobile and desktop
applications

Windows, UWP, Console, loT &

Limited-entry Devices, Classic i0S +
Android

9. Select the “Redirect URI” https://login.microsoftonline.com/common/oauth2/nativeclient amongst

the default options.

Configure Desktop + devices X

€ All platforms Quickstart  Docsf'

Redirect URls

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating users. The redirect URI you send in the request to the login
server should match one listed here, Also referred to as reply URLs. Learn more about
Redirect URls and their restrictions

[ https://login.microsoftonline.com/comman/oauth2/nativeclient [h ]
u https://loginlive.com/oauth20_desktop.srf (LiveSDK) [}
D msal26176352-e552-48f5-8ebc-bd 1233e%edS7://auth (MSAL only) @

Custom redirect URIs

https://contoso.com

Click Configure

10. Back on the main Authentication screen leave the value in “Front-channel logout URL” blank.

[ 9
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11. In the section ‘Implicit grant and hybrid flows’ check the value ‘ID tokens (used for implicit and
hybrid flows)’.

12

For “Supported account types” check the applicable value.

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
work correctly,

‘ e.g. hitps://example.com/logout

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web AP| via JavaScript, select both access tokens and 1D tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
tokens,

Select the tokens you would like to be issued by the authorization endpoint:
[] Access tokens (used for implicit flows)

1D tokens (used for implicit and hybrid flows)
Supported account types

Who can use this application or access this API?

O Accounts in this organizational directary only (Naveksa A/S only - Single tenant)
(@ Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Help me decide...

13. If any changes have been made press Save.

If no changes have been made the Save-button will be greyed out.

Step three - APl permissions.

1. Click “API permissions” in the left side menu.
[ £ search «
B Overview
& Quickstart

#' Integration assistant

Manage

5 Branding & properties

2 Authentication
Certificates & secrets

1ll Token configuration

@ Exposean API

B Approles

& Owners

4, Roles and administrators

H Manifest

Support + Troubleshooting
2 Troubleshooting

& New support request

2. Click “Add a permission”.

Configured permissions

10
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3. Select “Dynamics 365 Business Central”.

Request API permissions x

Select an API

Microsoft APls  APls my organization uses My APIs

Commonly used Microsoft APIs

Mie ft Gi
4"\ St

Fomin s
N

ity and Windows 10.
and more through a

; &% Dynarmics 365 Business N y
A\ hzure Service Management & [ Dynamics CRM
Programmati acces to much of the Programmatc access to data Acces the capabilesof CRM business
funcionaty avaiable through v in Dynamics 365 Business | software and ERP systems

theAzure portal

) s A — P
oS sy vt watensn o
= i

4. Click “Delegated permissions”

Request API permissions X
SAll APIs
#» Dynamics 365 Business Central
w / Docs &
What type of permissions does your application require?
Delegated per Application pemissons
Your spplict 1o scces the AP! a5 the signecin user 553 background senice or daemon withaut a

5. Make sure the Permissions ‘user_impersonation’ and ‘Financials.ReadWrite.All’ are checked and
click ‘Add permissions’
Permission Admin consent required
ther permissions (1)

user_impersonation @ ¥
o
Access as the signed-in user

Yinancials (1)

Financials.ReadWrite. All &

N
Access Dynamics 365 Business Central as the signed-in user o
H “ H H ” H
6. Click “Add a permission” again
“ H H ”
7. Select “Dynamics 365 Business Central”.
» _— .,
8. Select “Application permissions”.
Request API permissions X
e Dynamics 365 Business Central
- icrosoft. Docs 7
What type of permissions does your application require?

11
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9. Check “app_access” and “APl.ReadWrite.ALL and click ‘Add permissions’

Select permissions e

[0 start typing a permission to fiter these results

Permission Admin consent required

\/ Other permissions (1)

g| w0
Access according to the application’s permissions in Dynamics 365 Business Central

VAR

@ oedwies 0

Yes
Full access to web services AP

\ Automation
Automation RezdWrite All ©

O Yes

Full access to automation

Add permissions

10. In the overview Screen click “Grant admin consent for <Your domain>".

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The lst of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission| +/ Grant admin consent for Naveksa A/S

AP/ Permissions name Type Description

Admin consent requ... Status

 Dynarnics 365 Business Central (4)

APIReadWrite All Application  Full access to web services API Yes A\ Notgranted for Naveks,, ==+
app_access Application  Access according to the application’s permissions in Dyna... Yes A Notgranted for Naveks,, *+*
Financials ReadWirite Al Delegated  Access Dynamics 365 Business Central as the signed-in user No
user_impersonation Delegated  Access as the signed-in user No

 Microsoft Graph (1)

UserRead Delegated  Sign in and read user profile No

11. Click “Yes” when prompted to verify consent

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in Naveksa A/S? This will update any existing adi
listed below.

12. The “Status” column will be updated with “Granted for Your Domain”.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Leam more about permissions and consent

t+ Add a permission </ Grant admin consent for Naveksa A/S
API / Permissions name Type Description Admin consent requ.
" Dynamics 365 Business Central (4)

AP|ReadWirite Al Application  Full access to web services APl Yes @ Granted for Naveksa A/S
app_access Application  Access according to the application's permissions in Dyna... Yes @ Granted for Naveksa A/S
Financials ReadWrite.All Delegated  Access Dynamics 365 Business Central as the signed-in user No @ Grantad for Navekss A/S
user_impersonation Delegated  Access as the signed-in user No @ Granted for Naveksa A/S

V Microsoft Graph (1)

User.Read Delegated  Sign in and read user profile No @ Granted for Naveksa A/S

[ 12
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Step four — Certificates & Secrets

1.

2.

3.

4.

Click “Certificates & secrets”

|,fJ Search ‘ «
B Overview
& Quickstart

# Integration assistant

Manage

E= Branding & properties
2 Authentication

Il Token configuration

- APl permissions

@ Expose an AP|

¥ Approles

&2 Owners

&, Roles and administrators

Ml Manifest

Support + Troubleshooting
2 Troubleshooting

£ New support request

Click “New Client secret”

ci t5(0)  Federated

Enter a name and expiration date and click ‘Add’

Add a client secret X

Description [ ShopFloor Client Secret \

Expires ‘ Recommended: 6 months N\ ‘
Note:

NAV=KSA

Remember to put a reminder in your calendar to create a new secret and update the ShopFloor

app before the Client Secret expires.

Otherwise, the ShopFloor Client will not be able to access Business Central.

In the “Certificates & Secrets” screen copy the “Value” for later use.

Certificates (0)  Client secrets (1) Federated credentials (0)

A secret string that the application uses ta prove its identity when requesting a token. Also can be referred to as application password.

- New client secret

Description Expires Value ©

ShopFioor Client Secret 3/20/2023 DcHBQ~uAShUSXIylQzb66VWABIIKNIZu f.., [ |4684bda6-f432-4678-b36d-F208937baabe M [

13
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Note:
This is the only time you have the possibility to see this value in its entirety.
After you leave the screen, the value will be unretrievable.

14
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Dynamics 365 Business Central

Step one — Create AAD Application

1. Loginto the relevant Business Central environment and use the magnifying glass to search for
Azure Active Directory Applications or AAD.

2. Select ‘Azure Active Directory Applications’

Tell me what you want to do 2 X

(=] |

Go to Pages and Tasks

[> Azure Active Directory Applications Administration

Documentation

%) Search Help for "AAD

Didn't find what you were looking for? Try exploring pages and reports

3. Click “New”.

€ Azure Active Directory Applications

L Search Manage

Client D Description

{af302371-ad4a-4097-88c1-5555e7ada96f} § Dynamics 365

4. Enter the client ID from the Azure Portal application and a Description.

General

Client ID ‘(25175352-9552-48f5-8&bc-t:d1233e99d97} m |
Description * ‘ShopFlqu Client Application |
State ‘ Disabled - |

Contact Information ‘ |

5. In App ID, browse to ‘Naveksa ShopFloor 365’ by clicking the ‘three dots’:

Extension
App ID (4393191 b-9585-46¢5-b756 S |
App Name NAVEKSA ShopFig Choose a value for App ID

User information

Hlear i m ~CQT7 ANKD ADCE Annf 1

Note:
If Business Central v21.x has already been implemented the above step is not necessary.

[ 15
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Yes Intelligent Cloud Base Microsoft v. 20,4,44313.45661 Global
Yes i Late Payment Prediction Microsoft v. 20.4.44313.44629 Global
Yes NAVEKSA CadConnect 365 NAVEKSA v.20.89.13 Global
Yes MNAVEKSA ItemPlanning 365 MNAVEKSA v. 20.89.14 Global
Yes NAVEKSA MakeToOrder 365 NAVEKSA v.19.0.1.10 Global
I Yes NAVEKSA ShopFloor 365 MNAVEKSA Global I
Yes CIOUBL Microsoft v. 2044431344629 Global
Yes Payment and Reconciliation Fa.. Microsoft v, 20.4,44313.44629 Global
Yes Payment Links to PayPal Microsoft v. 20.4.44313.445629 Global
Note:

Set the application to Enabled before proceeding with the next step.

State

Contact Information Disabled

Verify the creation

A user named ShopFloor Client Application wil be created. Do
you want to continue?

e

Set the following User Group: D365 BUS Premium

User Groups Manage

D365 Premium Business-acgang

Set the following User Permission Sets: D365 BUS Premium and SUPER (DATA)

User Permission Sets | Manage
Sermission Set 1 Description Compsny T
D365 BUS PREMIUM Dyn. 365 Prem, Bus. Full Acc. CRONUS Banmark A/S
=3 SUPER (DATA) B Superuser of data CRONUS Banmark A/S
Note:

Remember to set the Company correctly if not set by the system.

Click ‘Grant consent’

€ Azure Active Diectory Application Card 2 e + @ oz

ShopFloor Client

(86377bda-031a 46659823 c..  Extension

Shopficor Clent #op 1D 100000000-0000-0000:0000-0..

Disabled

100000000-0000-0000-0000-0.

When clicking ‘Grant consent’ you will be prompted for your credentials.

16
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Accept the permissions for the App.

B Microsoft

Tilladelser, der er anmodet om

Gennemse for din organisation

Naveksa ShopFloor Client oData v2

kke bekraeftet)
Denne applikation er ikke udgivet af Microsoft.

Denne app vil gerne:

N/ Access as the signed-in user

\/ Access Dynamics 365 Business Central as the signed-in
user

\/ Full access to web services APl

\/ Access according to the application’s permissions in
Dynamics 365 Business Central

\/ Signin and read user profile

Hvis du accepterer dette, fér appen adgang til de angivne

ressourcer for alle brugere i din organisation. Ingen andre bliver

bedt om at gennemga disse tilladelser.

Accept af disse tilladelser betyder, at du giver denne app tilladelse

til at bruge dine data som angivet i deres vilkdr for anvendelse og

erklzering o beskyttelse personlige oplysninger. Udgiveren har

ikke angivet link til deres vilkar, du kan gennemga. Du kan

zndre disse tilladelser pa https://myapps.microsoft.com. Vis

detaljer

Ser denne app mistaenkelig ud? Rapportér det her

ot

9. Go back to the Azure Active Directory Applications page and ensure that the added application is
enabled.

[ 17
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Verify the connection using Postman

Postman is a free tool used for testing REST API’s.

There are more tools available that can verify the connection to a REST API.
Postman is just the tool we selected internally for this type of testing.

1. Download Postman from this link and install it subsequently.
You will need to create a free account.

2. Open Postman and create a new collection by clicking the ‘plus’ sign.
Name the collection eg. Oauth Test Connection

2 My Workspace

Caolleg
Create new collection

[}
[=]s]

APIs = My first collectk

3. Choose OAuth 2.0 from the Type

[T 0Auth Test Connectior @

OAuth Test Connection

Authorization e Pre-requs

s alithorization method will be used for every request in this collection. You can o
lTYPE OAuth2.0 v

The authorization data will be automatically generated when you send the

4. Add arequest to the Collection

pace  New mport [ outn

5. Change the type from GET to POST

[ oAuth Test Connectior ® Mew Reguest L

New Request

6. Enterthe following URL in the field ‘Enter request URL’
https://login.microsoftonline.com/<Tenant ID>/oauth2/v2.0/token

18
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Example
https://login.microsoftonline.com/af8857ef-e759-4a7f-99db-3d10d2295123/oauth2/v2.0/token

New Request

POST v [ https://login.microsoftonline.com/af8857ef-e759-4a7f-99db-3d10d229 Joauth2/v2.0/token ]
Params Authorization Headers (8) Body Tests Se JS
Query Params

VALUE

KEY

7. Select Body and then then ‘x-www-form-url-encoded’

New Request

POST v~ https:/flogin.microsoftonline.com/af8857ef-e759-4a7{-99db-3d10d229 foauth2/v2.0/token

raw binary GraphQL

VALUE

8. Create the following keys:

grant_type: client_credentials

scope: https://api.businesscentral.dynamics.com/.default
client_id: <Application (client) ID>

client_secret: <Client Secret Key (value)>

Note:
The keys and values are case-sensitive!

New Request

m/a18857ef-6759-4a71-990b-3¢100229  foauth2/v2.0/token

9. When keys and values has been entered click the Send-button

New Reauest

aa

10. If OAuth has been setup correctly Postman will return an Access-token verifying the connection to
the specified Business Central Environment.
A message like the below must appear:

19
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ShopFloor Client configuration

Prerequisites

You will need the following information ready before configuring the ShopFloor Client:
Tenant ID e.g., af8857ef-e759-4a7f-99db-3d10d2295123

Instance Name e.g., Sandbox

Company Name e.g., CRONUS Danmark A/S

Client ID e.g., 26176352-e552-48f5-8ebc-bd1233e9e123

Client Secret e.g., 5-d8Q~osauq8az.dpn-vDH32bA_SQV5fwBbXh123

Service Root: https://api.businesscentral.dynamics.com/v2.0/

Notes:
-Service Root is static and is the same for all environments
-.NET Framework 6.x must be installed on the Client computer

Company Name can be retrieved by clicking the cogwheel in the upper right corner and choosing the
option ‘Company information’:
Company Information

General

| CRONUS Danmark A/S o]

o

| Westminster

|
|
Kugreoy J
|

Post Coge | 900

Instance Name can be retrieved by clicking the cogwheel in the upper right corner and choosing the option
‘Admin Center’:

Environments

21
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Configuring the ShopFloor Client
When all the information is available go to the ShopFloor Client folder and execute SFSSetup.exe:

& Nanodaan

[ NavModelpdb

Insert the information previously gathered:

@ SFS Setup 7 7 X
Service Root | https://api.businesscentral.dynamics.com/v2.0/
Tenant ID afg8857ef-e759-4a7f-99db-3d10d2295123
Instance Name Sandbox

Company Name CRONUS Danmark A/S

Client ID 26176352-e552-48f5-89bc-bd1233999123|

Client Secret

PrintPath c:\temp\print
PrintUserlD
Debug
Default Machine Center &

Default Local Language v

‘ CANCEL H UPDATE H LoG H SAVE H SAVES: ‘

START

The ShopFloor Client is started by executing SFSClient.exe.
The ShopFloor Client folder can be located either on a network share or locally on the client computer.
For the best performance it is recommended that the folder is copied to the client and computer.
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